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Date: 21.09.2026
JOB DESCRIPTION - IT ADMINISTRATOR
1. Position Details
Job Title: IT Administrator
Department: Information Technology / Administration
Employment Type: Full-Time
Reporting To: Principal

2. Job Purpose
The IT Administrator is responsible for the effective management, maintenance, security and smooth functioning of the institution's IT infrastructure and technology systems. The position provides technical support to faculty, staff and students, manages networks, hardware and software, coordinates with IT vendors, and ensures reliable and secure technology services for academic and administrative operations.
3. Key Roles and Responsibilities
A. IT Infrastructure Management
· Manage and maintain computers, laptops, servers, printers, scanners and other IT equipment.
· Monitor and maintain LAN, Wi-Fi, internet connectivity and related network infrastructure.
· Ensure smooth functioning of IT facilities across classrooms, laboratories, offices and other campus areas.
· Conduct regular preventive maintenance of IT infrastructure.
· Identify hardware and software requirements and recommend suitable solutions.
B. Network and System Administration
· Configure and maintain network devices, switches, routers, access points and related equipment.
· Monitor network performance and troubleshoot connectivity issues.
· Manage user accounts, access permissions and system configurations.
· Maintain servers and other IT systems as assigned.
· Ensure regular updates, patches and system maintenance.
C. Technical Support / Helpdesk
· Provide first-level and second-level technical support to faculty, staff and students.
· Diagnose and resolve hardware, software, network and connectivity issues.
· Attend to IT complaints and ensure timely resolution.
· Maintain a record of IT complaints, service requests and resolutions.
· Provide technical support during examinations, meetings, seminars, conferences and institutional events.
D. Hardware and Software Management
· Install, configure and maintain operating systems, applications and approved software.
· Maintain an inventory of IT hardware, software licences and accessories.
· Monitor warranty, AMC and service requirements.
· Ensure timely renewal of software licences and subscriptions.
· Recommend replacement or upgrading of obsolete IT equipment.
E. IT Security and Data Protection
· Implement basic IT security measures to protect institutional systems and data.
· Maintain antivirus, firewall and security configurations as applicable.
· Monitor unauthorized access and report security incidents.
· Assist in maintaining regular data backups.
· Ensure appropriate access controls for institutional systems.
· Promote safe and responsible use of IT resources among users.
F. ERP, LMS and Institutional Applications
· Provide technical support for ERP, Student Information System (SIS), Learning Management System (LMS) and other institutional applications.
· Coordinate with software vendors for issue resolution and system upgrades.
· Assist departments in user access, configuration and troubleshooting.
· Support integration and implementation of new technology solutions.
G. CCTV, Biometric and Other Technology Systems
· Coordinate the functioning and maintenance of CCTV surveillance systems.
· Maintain biometric attendance systems and related devices.
· Provide technical support for smart classrooms, digital boards, projectors, audio-visual systems and other technology-enabled facilities.
· Coordinate with service providers for repairs and maintenance.
H. Vendor and AMC Management
· Coordinate with IT vendors, service providers and Annual Maintenance Contract (AMC) agencies.
· Obtain quotations and technical specifications as required.
· Monitor vendor performance and service timelines.
· Verify completion of maintenance and repair work.
· Maintain records of AMC, warranties, service reports and vendor communications.
I. IT Asset Management
· Maintain updated records of all IT assets.
· Ensure proper tagging and identification of IT equipment.
· Conduct periodic physical verification of IT assets.
· Maintain records of asset allocation, transfer, repair and disposal.
· Report missing, damaged or obsolete IT assets to the competent authority.
J. Documentation and Reporting
· Maintain IT-related registers, records and documentation.
· Prepare periodic reports on IT infrastructure, complaints, maintenance and asset status.
· Maintain network diagrams, system documentation and technical records.
· Document recurring technical issues and their solutions.
· Assist during internal and external audits relating to IT systems.
K. Institutional Event Support
· Provide IT and AV support for seminars, conferences, meetings, examinations, workshops and other institutional programmes.
· Ensure readiness of projectors, microphones, internet connectivity, computers and presentation systems.
· Provide technical assistance during online meetings and events.
L. Compliance and Confidentiality
· Follow institutional IT policies, procedures and security guidelines.
· Maintain confidentiality of institutional, student and employee information.
· Ensure that IT systems are accessed only by authorized users.
· Assist the institution in complying with applicable data protection, cybersecurity and IT-related requirements.
4. Key Performance Indicators (KPIs)
	Sl. No.
	Key Performance Area
	KPI / Expected Outcome

	1
	IT Support
	Timely resolution of user complaints

	2
	Network Availability
	Reliable internet and network connectivity

	3
	System Maintenance
	Timely preventive and corrective maintenance

	4
	IT Asset Management
	Accurate and updated IT asset records

	5
	IT Security
	Effective implementation of security and backup measures

	6
	Software Management
	Timely installation, updates and licence renewals

	7
	Vendor Management
	Timely completion of AMC and service activities

	8
	Documentation
	Complete and updated technical records

	9
	Event Support
	Reliable IT/AV support for institutional events

	10
	User Satisfaction
	Prompt and professional technical support


5. Technical Skills
· Windows/Linux operating systems and common office applications.
· LAN, WAN, Wi-Fi, TCP/IP and basic network troubleshooting.
· Hardware installation, configuration and troubleshooting.
· Printer, scanner and peripheral device management.
· Basic server and user-account administration.
· Backup and antivirus management.
· Basic cybersecurity practices.
· ERP/SIS/LMS support.
· CCTV, biometric and AV systems.
· MS Office / Google Workspace and related productivity tools.
6. Behavioural Competencies
· Strong problem-solving and troubleshooting ability.
· Good communication and interpersonal skills.
· Ability to work independently and as part of a team.
· Good time-management and organizational skills.
· Ability to handle multiple technical issues and priorities.
· Customer-service orientation.
· Attention to detail and accuracy.
· Ability to maintain confidentiality.
· Willingness to provide technical support during institutional programmes when required.
7. Authority and Accountability
The IT Administrator shall be accountable to the Administrative Officer / Principal / Director for the efficient, secure and uninterrupted functioning of the institution's IT infrastructure and services.
The incumbent shall perform assigned duties in accordance with institutional policies and shall not make major system, security, procurement or infrastructure changes without approval from the competent authority.
8. General Responsibilities
· Maintain discipline, punctuality and professional conduct.
· Safeguard institutional IT equipment and information.
· Ensure timely reporting of technical issues and risks.
· Maintain proper documentation for all assigned activities.
· Carry out any other IT-related duties assigned by the competent authority in the interest of the institution.
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